

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Digital Privacy and Security - Why is Matters

TLDR; Privacy is a fundamental right, and essential to democracy, liberty, and freedom of speech. Our privacy is being abused by governments (with mass-surveillance), corporations (profiting from selling personal data), and cyber criminals (stealing our poorly-secured personal data and using it against us). Security is needed in order to keep your private data private, and good digital security is critical to stay protected from the growing risks associated with the war on data.




What is Personal Data?

Personal data is any information that relates to an identified or identifiable living individual. Even data that has been de-identified or anonymized can often still be used to re-identify a person, especially when combined with a secondary data set.

This could be sensitive documents (such as medical records, bank statements, card numbers, etc), or user-generated content (messages, emails, photos, search history, home CCTV, etc) or apparently trivial metadata (such as mouse clicks, typing patterns, time spent on each web page, etc)



How is Data Collected?

One of the most common data collection methods is web tracking. This is when websites use cookies, device fingerprints, and other methods to identify you, and follow you around the web. It is often done for advertising, analytics, and personalization. When aggregated together, this data can paint a very detailed picture of who you are.



How is Data Stored?

Data that has been collected is typically stored in databases on a server. These servers are rarely owned by the companies managing them, 56% of servers [https://www.canalys.com/newsroom/global-cloud-market-Q3-2019] are owned by Amazon AWS, Google Cloud, and Microsoft Azure. If stored correctly the data will be encrypted, and authentication required to gain access. However that usually isn’t the case, and large data leaks occur almost daily [https://selfkey.org/data-breaches-in-2019/]. As well as that data breaches occur, when an adversary compromises a database storing personal data. In fact, you’ve probably already been caught up in a data breach (check your email, at have i been pwned [https://haveibeenpwned.com])



What is Personal Data Used For?

Data is collected, stored and used by governments, law enforcement, corporations and sometimes criminals:


Government Mass Surveillance

Intelligence and law enforcement agencies need surveillance powers to tackle serious crime and terrorism. However, since the Snowden revelations, we now know that this surveillance is not targeted at those suspected of wrongdoing - but instead the entire population. All our digital interactions are being logged and tracked by our very own governments.

Mass surveillance is a means of control and suppression, it takes away our inerrant freedoms and breeds conformity. When we know we are being watched, we subconsciously change our behavior. A society of surveillance is just one step away from a society of submission.



Corporations

On the internet the value of data is high. Companies all want to know exactly who you are and what you are doing. They collect data, store it, use it and sometimes sell it onwards.

Everything that each of us does online leaves a trail of data. These traces make up a goldmine of information full of insights into people on a personal level as well as a valuable read on larger cultural, economic and political trends. Tech giants (such as Google, Facebook, Apple, Amazon, and Microsoft) are leveraging this, building billion-dollar businesses out of the data that our interactions with digital devices create. We, as users have no guarantees that what is being collected is being stored securely, we often have no way to know for sure that it is deleted when we request so, and we don’t have access to what their AI systems have infered from our data.

Our computers, phones, wearables, digital assistants and IoT have been turned into tracking bugs that are plugged into a vast corporate-owned surveillance network. Where we go, what we do, what we talk about, who we talk to, and who we see – everything is recorded and, at some point, leveraged for value. They know us intimately, even the things that we hide from those closest to us. In our modern internet ecosystem, this kind of private surveillance is the norm.



Cybercriminals

Hackers and cybercriminals pose an ongoing and constantly evolving threat. With the ever-increasing amount of our personal data being collected and logged - we are more vulnerable to data breaches and identity fraud than ever before.

In the same way, criminals will go to great lengths to use your data against you: either through holding it ransom, impersonating you, stealing money or just building up a profile on you and selling it on, to another criminal entity.






Why Data Privacy Matters


Data Privacy and Freedom of Speech

Privacy is a fundamental right, and you shouldn’t need to prove the necessity of fundamental right to anyone. As Edward Snowden said, “Arguing that you don’t care about the right to privacy because you have nothing to hide is no different than saying you don’t care about free speech because you have nothing to say”. There are many scenarios in which privacy is crucial and desirable like intimate conversations, medical procedures, and voting. When we know we are being watched, our behavior changes, which in turn suppresses things like free speech.



Data Can Have Control Over You

Knowledge is power; Knowledge about you is power over you. Your information will be used to anticipate your actions and manipulate the way you shop, vote, and think. When you know you are being watched, you subconsciously change your behavior. Mass surveillance is an effective means of fostering compliance with social norms or with social orthodoxy. Without privacy, you might be afraid of being judged by others, even if you’re not doing anything wrong. It can be a heavy burden constantly having to wonder how everything we do will be perceived by others.



Data Can Be Used Against You

Your personal information and private communications can be “cherry-picked” to paint a certain one-sided picture. It can make you look like a bad person, or criminal, even if you are not. Data often results in people not being judged fairly - standards differ between cultures, organisations, and generations. Since data records are permanent, behavior that is deemed acceptable today, may be held against you tomorrow. Further to this, even things we don’t think are worth hiding today, may later be used against us in unexpected ways.



Data Collection Has No Respect For Boundaries

Data collection has no respect for social boundaries, you may wish to prevent some people (such as employers, family or former partners) from knowing certain things about you. Once you share personal data, even with a party you trust, it is then out of your control forever, and at risk of being hacked, leaked or sold. An attack on our privacy, also hurts the privacy of those we communicate with.



Data Discriminates

When different pieces of your data is aggregated together, it can create a very complete picture of who you are. This data profile, is being used to influence decisions made about you: from insurance premiums, job prospects, bank loan eligibility and license decisions. It can determine whether we are investigated by the government, searched at the airport, or blocked from certain services. Even what content you see on the internet is affected by our personal data. This typically has a bigger impact on minority groups, who are unfairly judged the most. Without having the ability to know or control what, how, why and when our data is being used, we lose a level of control. One of the hallmarks of freedom is having autonomy and control over our lives, and we can’t have that if so many important decisions about us are being made in the dark, without our awareness or participation.



The “I Have Nothing to Hide” Argument

Privacy isn’t about hiding information; privacy is about protecting information, and everyone has information that they’d like to protect. Even with nothing to hide, you still put blinds on your window, locks on your door, and passwords on your email account.- Nobody would want their search history, bank statements, photos, notes or messages to be publicly available to the world.



Data Privacy needs to be for Everyone

For online privacy to be effective, it needs to be adopted my the masses, and not just the few. By exercising your right to privacy, you make it easier for others, such as activists and journalists, to do so without sticking out.






So What Should we Do?


	Educate yourself about what’s going on and why it matters


	Be aware of changes to policies, revelations, recent data breaches and related news


	Take steps to secure your online accounts and protect your devices


	Understand how to communicate privately, and how use the internet anonymously


	Use software and services that respect your privacy, and keep your data safe


	Support organisations that fight for your privacy and internet freedom


	Find a way to make your voice heard, and stand up for what you believe in








Further Links


	Ultimate Personal Security Checklist


	Privacy-Respecting Software [https://github.com/Lissy93/awesome-privacy]


	Privacy & Security Gadgets


	Further Links + More Awesome Stuff







Notes

Thanks for visiting, hope you found something useful here :) Contributions are welcome, and much appreciated - to propose an edit raise an issue [https://github.com/Lissy93/personal-security-checklist/issues/new/choose], or open a PR [https://github.com/Lissy93/personal-security-checklist/pull/new/master]. See: CONTRIBUTING.md.

I owe a lot of thanks others who’ve conducted research, written papers, developed software all in the interest of privacy and security. Full attributions and references found in ATTRIBUTIONS.md.

Licensed under Creative Commons, CC BY 4.0 [https://creativecommons.org/licenses/by/4.0/], © Alicia Sykes [https://aliciasykes.com] 2020
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Found this helpful? Consider sharing it with others, to help them also improve their digital security 😇
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PERSONAL SECURITY CHECKLIST


This checklist of privacy and security tips, is a summarized version of The Complete Personal Security Checklist [https://github.com/Lissy93/personal-security-checklist/blob/master/README]. It lays out the most essential steps you should take to protect your digital life.





Authentication


	Use a long, strong and unique password for each of your accounts (see HowSecureIsMyPassword.net [https://howsecureismypassword.net])


	Use a secure password manager [https://github.com/Lissy93/awesome-privacy#password-managers], to encrypt, store and fill credentials, such as BitWarden [https://bitwarden.com] or KeePass [https://keepass.info] / KeePassXC [https://keepassxc.org]


	Enable 2-Factor authentication where available, and use an authenticator app [https://github.com/Lissy93/awesome-privacy#2-factor-authentication] or hardware token


	When you enable multi-factor authentication, you will usually be given several codes that you can use if your 2FA method is lost, broken or unavailable. You should store these on paper or in a safe place on disk (e.g. in offline storage or as in an encrypted file/drive).


	Sign up for breach alerts (with Firefox Monitor [https://monitor.firefox.com] or HaveIBeenPwned [https://haveibeenpwned.com]), and update passwords of compromised accounts






Browsing


	Use a Privacy-Respecting Browser, Brave [https://brave.com] and Firefox [https://www.mozilla.org/en-US/exp/firefox/new] are good options. Set your default search to a non-tracking engine, such as DuckDuckGo [https://duckduckgo.com]


	Do not enter any information on a non-HTTPS website (look for the lock icon). Firefox, Chrome, Edge and Safari now have integrated HTTPS security features; if you do not know if it’s enabled, check out this guide [https://www.eff.org/deeplinks/2021/09/https-actually-everywhere] to learn where to look.


	Block invasive 3rd-party trackers and ads using an extension like Privacy Badger [https://privacybadger.org] or uBlock [https://github.com/gorhill/uBlock]


	Keep your browser up-to-date, explore the privacy settings and remove unnecessary add-ons/ extensions


	Consider using compartmentalization to separate different areas of your browsing (such as work, social, shopping etc), in order to reduce tracking. This can be done with Firefox Containers [https://support.mozilla.org/en-US/kb/containers], or by using separate browsers or browser profiles


	Don’t allow your browser to save your passwords or auto-fill personal details (instead use a password manager [https://github.com/Lissy93/awesome-privacy#password-managers], and disable your browsers own auto-fill [https://www.computerhope.com/issues/ch001377.htm])


	Clear your cookies, session data and cache regularly. An extension such as Cookie-Auto-Delete [https://github.com/Cookie-AutoDelete/Cookie-AutoDelete] can be used to automate this


	Don’t sign into your browser, as it can link further data to your identity. If you need to, you can use an open source bookmark sync [https://github.com/Lissy93/awesome-privacy#browser-sync] app


	Consider using Decentraleyes [https://decentraleyes.org] to decrease the number of trackable CDN requests your device makes


	Test your browser using a tool like Panopticlick [https://panopticlick.eff.org] to ensure there are no major issues. BrowserLeaks [https://browserleaks.com] and Am I Unique [https://amiunique.org/fp] are also useful for exploring what device info you are exposing to websites


	For anonymous browsing use The Tor Browser [https://www.torproject.org/], and avoid logging into any of your personal accounts






Phone


	Set a device PIN, ideally use a long passcode. If supported, configure fingerprint authentication, but avoid face unlock


	Encrypt your device, in order to keep your data safe from physical access. To enable, for Android: Settings --> Security --> Encryption, or for iOS: Settings --> TouchID & Passcode --> Data Protection


	Keep device up-to-date. System updates often contain patches for recently-discovered security vulnerabilities. You should install updates when prompted


	Review application permissions. Don’t grant access permissions to apps that do not need it. (For Android, see also Bouncer [https://play.google.com/store/apps/details?id=com.samruston.permission&hl=en_US] - an app that allows you to grant temporary permissions)


	Disable connectivity features that aren’t being used, and ‘forget’ WiFi networks that you no longer need


	Disable location tracking. By default, both Android and iOS logs your GPS location history. You can disable this, for Android: Maps --> Settings --> Location History, and iOS: Settings --> Privacy --> Location Services --> System Services --> Places. Be aware that third-party apps may still log your position, and that there are other methods of determining your location other than GPS (Cell tower, WiFi, Bluetooth etc)


	Use an application firewall to block internet connectivity for apps that shouldn’t need it. Such as NetGuard [https://www.netguard.me/] (Android) or Lockdown [https://apps.apple.com/in/app/lockdown-apps/id1469783711] (iOS)


	Understand that apps contain trackers that collect, store and sometimes share your data. For Android, you could use Exodus [https://exodus-privacy.eu.org/en/page/what/] to reveal which trackers your installed apps are using.






Email

It’s important to protect your email account, as if a hacker gains access to it they will be able to pose as you, and reset the passwords for your other online accounts. One of the biggest threats to digital security is still phishing, and it can sometimes be incredibly convincing, so remain vigilant, and understand how to spot malicious emails [https://heimdalsecurity.com/blog/abcs-detecting-preventing-phishing], and avoid publicly sharing your email address


	Use a long, strong and unique password and enable 2FA


	Consider switching to a secure and encrypted mail provider using, such as ProtonMail [https://protonmail.com] or Tutanota [https://tutanota.com]


	Use email aliasing to protect your real mail address, with a provider such as Anonaddy [https://anonaddy.com] or SimpleLogin [https://simplelogin.io/?slref=bridsqrgvrnavso]. This allows you to keep your real address private, yet still have all messages land in your primary inbox


	Disable automatic loading of remote content, as it is often used for detailed tracking but can also be malicious


	Using a custom domain, will mean you will not lose access to your email address if your current provider disappears. If you need to back up messages, use a secure IMAP client Thunderbird [https://www.thunderbird.net]






Secure Messaging


	Use a secure messaging app [https://github.com/Lissy93/awesome-privacy#encrypted-messaging] that is both fully open source and end-to-end encrypted with perfect forward secrecy (e.g. Signal [https://www.signal.org/])


	Ensure that both your device, and that of your recipient(s) is secure (free from malware, encrypted and has a strong password)


	Disable cloud services, such as web app companion or cloud backup feature, both of which increases attack surface


	Strip meta data from media before sharing, as this can lead to unintentionally revealing more data than you intended


	Verify your recipient is who they claim to be, either physically or cryptographically by using an app that offers contact verification


	Avoid SMS, but if you must use it then encrypt your messages, e.g. using the Silence [https://silence.im/] app


	Opt for a stable and actively maintained messaging platform, that is backed by reputable developers and have a transparent revenue model or are able to account for where funding has originated from. It should ideally be based in a friendly jurisdiction and have undergone an independent security audit.


	In some situations, it may be appropriate to use an app that supports disappearing messages, and/ or allows for anonymous sign up (without any PII: phone number, email address etc). A decentralized platform [https://github.com/Lissy93/awesome-privacy#p2p-messaging] can offer additional security and privacy benefits in some circumstances, as there is no single entity governing it, e.g. Matrix [https://matrix.org/], Session [https://getsession.org/], Tox [https://tox.chat/] or Briar [https://briarproject.org/]






Networking


	Use a reputable VPN to keep your IP protected and reduce the amount of browsing data your ISP can log, but understand their limitations.  Good options include ProtonVPN [https://protonvpn.com] and Mullvad [https://mullvad.net], see thatoneprivacysite.net [https://thatoneprivacysite.net/] for detailed comparisons


	Change your routers default password. Anyone connected to your WiFi is able to listen to network traffic, so in order to prevent people you don’t know from connecting, use WPA2 and set a strong password.


	Use a secure DNS [https://github.com/Lissy93/awesome-privacy#dns] provider, (such as Cloudflare’s 1.1.1.1 [https://1.1.1.1/dns/]) to reduce tracking. Ideally configure this on your router, but if that’s not possible, then it can be done on each device.




📜 See More: The Complete Personal Security Checklist [https://github.com/Lissy93/personal-security-checklist/blob/master/README]






OPEN-SOURCE, PRIVACY-FOCUSED SOFTWARE

Switch to alternative open-source, privacy-respecting apps and services, which won’t collect your data, track you or show targetted ads.


Security


	Password Managers: BitWarden [https://bitwarden.com] | 1Password [https://1password.com] (proprietary) | KeePassXC [https://keepassxc.org] (offline) | LessPass [https://lesspass.com] (stateless)


	2-Factor Authentication: Aegis [https://getaegis.app] (Android) | Authenticator [https://mattrubin.me/authenticator] (iOS) | AndOTP [https://github.com/andOTP/andOTP] (Android)


	File Encryption: VeraCrypt [https://www.veracrypt.fr] | Cryptomator [https://cryptomator.org] (for cloud)


	Encrypted Messaging: Signal [https://signal.org] | KeyBase [https://keybase.io] (for groups/ communities)


	Encrypted Email: ProtonMail [https://protonmail.com] | MailFence [https://mailfence.com] | Tutanota [https://tutanota.com] | (+ also 33Mail [http://33mail.com/Dg0gkEA] | anonaddy [https://anonaddy.com] for aliasing)


	Private Browsers: Brave Browser [https://brave.com/?ref=ali721] | Firefox [https://www.mozilla.org/] with some tweaks [https://restoreprivacy.com/firefox-privacy/] | Tor [https://www.torproject.org]


	Non-Tracking Search Engines: DuckDuckGo [https://duckduckgo.com] | StartPage [https://www.startpage.com] | SearX [https://asciimoo.github.io/searx] (self-hosted) | Qwant [https://www.qwant.com]


	VPN: Mullvad [https://mullvad.net] | ProtonVPN [https://protonvpn.com]  | Windscribe [https://windscribe.com/?affid=6nh59z1r] | IVPN [https://www.ivpn.net] (better still, use Tor [https://www.torproject.org] for anonimity). See also VPN Warning Note [https://github.com/Lissy93/personal-security-checklist/blob/master/5_Privacy_Respecting_Software.md#word-of-warning-8]


	App Firewall: NetGuard [https://www.netguard.me] (Android) | Lockdown [https://lockdownhq.com] (iOS) | OpenSnitch [https://github.com/evilsocket/opensnitch] (Linux) | LuLu [https://objective-see.com/products/lulu.html] (MacOS)






Browser Extensions


	Privacy Badger [https://www.eff.org/privacybadger] - Blocks trackers.


	HTTPS Everywhere [https://eff.org/https-everywhere] - Upgrades requests to HTTPS.


	uBlock Origin [https://github.com/gorhill/uBlock] - Blocks ads, trackers and malwares.


	ScriptSafe [https://github.com/andryou/scriptsafe] - Block execution of certain scripts.


	WebRTC Leak Prevent [https://github.com/aghorler/WebRTC-Leak-Prevent] - Prevents IP leaks.


	Vanilla Cookie Manager [https://github.com/laktak/vanilla-chrome] - Auto-removes unwanted cookies.


	Privacy Essentials [https://duckduckgo.com/app] - Shows which sites are insecure






Mobile Apps


	Exodus [https://exodus-privacy.eu.org/en/page/what/#android-app] - Shows which trackers are on your device.


	Orbot [https://play.google.com/store/apps/details?id=org.torproject.android]- System-wide Tor Proxy.


	Island [https://play.google.com/store/apps/details?id=com.oasisfeng.island] - Sand-box environment for apps.


	NetGuard [https://www.netguard.me] - Controll which apps have network access.


	Bouncer [https://play.google.com/store/apps/details?id=com.samruston.permission] - Grant temporary permissions.


	Greenify [https://play.google.com/store/apps/details?id=com.oasisfeng.greenify] - Control which apps can run in the background.


	1.1.1.1 [https://1.1.1.1/] - Use CloudFlare’s DNS over HTTPS.


	Fing App [https://www.fing.com/products/fing-app] - Monitor your home WiFi network for intruders






Online Tools


	εxodus [https://reports.exodus-privacy.eu.org] - Shows which trackers an app has.


	‘;–have i been pwned? [https://haveibeenpwned.com] - Check if your details have been exposed in a breach.


	EXIF Remover [https://www.exifremove.com] - Removes meta data from image or file.


	Redirect Detective [https://redirectdetective.com] - Shows where link redirects to.


	Virus Total [https://www.virustotal.com] - Scans file or URL for malware.


	Panopticlick [https://panopticlick.eff.org], Browser Leak Test [https://browserleaks.com] and IP Leak Test [https://ipleak.net] - Check for system and browser leaks






Productivity Tools


	File Storage: NextCloud [https://nextcloud.com].


	File Sync: Syncthing [https://syncthing.net].


	File Drop: FilePizza [https://file.pizza/].


	Notes: Standard Notes [https://standardnotes.org/?s=chelvq36], Cryptee [https://crypt.ee], Joplin [https://joplinapp.org].


	Blogging: Write Freely [https://writefreely.org].


	Calendar/ Contacts Sync: ETE Sync [https://www.etesync.com/accounts/signup/?referrer=QK6g]




📜 See More: Complete List of Privacy-Respecting Sofware [https://github.com/Lissy93/awesome-privacy]






SECURITY HARDWARE

There are also some gadgets that can help improve your physical and digital security.


	Blockers & Shields: PortaPow [https://portablepowersupplies.co.uk/product/usb-data-blocker] - USB Data Blocker | Mic Block [https://www.aliexpress.com/item/4000542324471.html] - Physically disables microphone | Silent-Pocket [https://silent-pocket.com] - Signal-blocking faraday pouches | Lindy [https://lindy.com/en/technology/port-blockers] - Physical port blockers | RFID Shields [https://www.aliexpress.com/item/32976382478.html] | Webcam Covers [https://www.aliexpress.com/item/4000393683866.html] | Privacy Screen [https://www.aliexpress.com/item/32906889317.html]


	Crypto Wallets: Trezor [https://trezor.io] - Hardware wallet | CryptoSteel [https://cryptosteel.com/product/cryptosteel/?v=79cba1185463] - Indestructible steel crypto wallet


	FIDO U2F Keys: Solo Key [https://solokeys.com] | Nitro Key [https://www.nitrokey.com] | Librem Key [https://puri.sm/products/librem-key]


	Data Blockers: PortaPow [https://portablepowersupplies.co.uk/product/usb-data-blocker] - Blocks data to protect against malware upload attacks, enables FastCharge.


	Hardware-encrypted storage:  iStorage [https://istorage-uk.com]- PIN-authenticated 256-bit hardware encrypted storage | Encrypted Drive Enclosure [https://www.startech.com/HDD/Enclosures/encrypted-sata-enclosure-2-5in-hdd-ssd-usb-3~S2510BU33PW]


	Networking: Anonabox [https://www.anonabox.com] - Plug-and-play Tor router | FingBox [https://www.fing.com/products/fingbox] - Easy home network automated security monitoring


	Paranoid Gadgets! Orwl [https://orwl.org]- Self-destroying PC | Hunter-Cat [https://lab401.com/products/hunter-cat-card-skimmer-detector]- Card-skim detector | Adversarial Fashion [https://adversarialfashion.com]- Anti-facial-recognition clothing | DSTIKE Deauth Detector [https://www.tindie.com/products/lspoplove/dstike-deauth-detector-pre-flashed-with-detector] - Detect deauth attacks, from Spacehuhn [https://github.com/spacehuhn/DeauthDetector] | Reflectacles [https://www.reflectacles.com]- Anti-surveillance glasses | Armourcard [https://armourcard.com]- Active RFID jamming | Bug-Detector [https://www.brickhousesecurity.com/counter-surveillance/multi-bug]- Check for RF-enabled eavesdropping equipment | Ultrasonic Microphone Jammer [https://uspystore.com/silent-ultrasonic-microphone-defeater] - Emits signals that’s silent to humans, but interfere with recording equipment.




There’s no need to spend money - Most of these products can be made at home with open source software. Here’s a list of DIY Security Gadgets.

📜 See More: Privacy and Security Gadgets



Thanks for visiting, hope you found something useful here :) Contributions are welcome, and much appreciated - to propose an edit raise an issue [https://github.com/Lissy93/personal-security-checklist/issues/new/choose], or open a PR [https://github.com/Lissy93/personal-security-checklist/pull/new/master]. See: CONTRIBUTING.md.



Found this helpful? Consider sharing, to help others improve their digital security 😇
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A curated list of notable guides, articles, tools and media - relating to digital security, internet freedom and online privacy

See also: Personal Security Checklist [https://github.com/Lissy93/personal-security-checklist/blob/master/README] | Privacy-Respecting Software [https://github.com/Lissy93/personal-security-checklist/blob/master/5_Privacy_Respecting_Software] | Security Gadgets | Why Privacy Matters | TLDR🔐
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How-To Guides


	Threat Protection


	Protect against SIM-swap scam: via wired [https://www.wired.com/story/sim-swap-attack-defend-phone]


	How to spot a phishing attack: via EFF [https://ssd.eff.org/en/module/how-avoid-phishing-attacks]


	Protection from Identity Theft: via Restore Privacy [https://restoreprivacy.com/identity-theft-fraud]


	Protecting from key-stroke-logging, with KeyScrambler: via TechRepublic [https://www.techrepublic.com/blog/it-security/keyscrambler-how-keystroke-encryption-works-to-thwart-keylogging-threats]


	Guide to Hash Checks, to ensure a program has not been tampered with: via ProPrivacy [https://proprivacy.com/guides/how-why-and-when-you-should-hash-check]


	Permanently and Securely Delete ‘Files and Directories’ in Linux: via TechMint [https://www.tecmint.com/permanently-and-securely-delete-files-directories-linux/]






	Networking


	How to enable DNS over HTTPS: via geekwire [https://geekwire.co.uk/privacy-and-security-focused-dns-resolver]


	How to resolve DNS leak issue: via DNSLeakTest [https://www.dnsleaktest.com/how-to-fix-a-dns-leak.html]


	Protect against WebRTC Leaks: via Restore Privacy [https://restoreprivacy.com/webrtc-leaks]


	ISP and DNS privacy tips: via bluz71 [https://bluz71.github.io/2018/06/20/digital-privacy-tips.html]


	Beginners guide on getting started with Tor: via ProPrivacy [https://proprivacy.com/privacy-service/guides/ultimate-tor-browser-guide]


	Beginners guide to I2P: via The Tin Hat [https://thetinhat.com/tutorials/darknets/i2p.html]


	About Using VPN and Tor together: via ProPrivacy [https://proprivacy.com/vpn/guides/using-vpn-tor-together]


	How to use __nomap, to reduce public exposure of SSID: via ghacks [https://www.ghacks.net/2014/10/29/add-_nomap-to-your-routers-ssid-to-have-it-ignored-by-google-and-mozilla/]


	Up-to-date router configurations for advanced security: via RouterSecurity.org [https://routersecurity.org/]






	Communication


	Email Self-Defense, Configure your mail client securly, from scratch - via FSF.org [https://emailselfdefense.fsf.org]


	How to avoid Phishing Attacks: via EFF [https://ssd.eff.org/en/module/how-avoid-phishing-attacks]


	How to use PGP: Via EFF - Windows [https://ssd.eff.org/en/module/how-use-pgp-windows], MacOS [https://ssd.eff.org/en/module/how-use-pgp-mac-os-x] and Linux [https://ssd.eff.org/en/module/how-use-pgp-linux]


	A Step-by-Step Guide to Generating More Secure GPG Keys: via spin.atomicobject.com [https://spin.atomicobject.com/2013/11/24/secure-gpg-keys-guide/]


	How to Maintain Anonyimity in Bitcoin Transactions: coinsutra.com [https://coinsutra.com/anonymous-bitcoin-transactions/]


	Beginners Guide to Signal (secure messaging app): via Freedom of the Press Foundation [https://freedom.press/news/signal-beginners/]


	How to use OTR messaging with Adium (MacOS): via CalyxiIstitute.org [https://calyxinstitute.org/docs/howto-encrypted-instant-messaging-with-osx-adium-and-otr]


	Full guide to using plaintext emails: via useplaintext.email [https://useplaintext.email/]






	Devices


	How to Enable Encryption on your Devices: via SpreadPrivacy.com [https://spreadprivacy.com/how-to-encrypt-devices/]


	How to Delete your Data Securely: Via EFF - Windows [https://ssd.eff.org/en/module/how-delete-your-data-securely-windows], MacOS [https://ssd.eff.org/en/module/how-delete-your-data-securely-macos] and Linux [https://ssd.eff.org/en/module/how-delete-your-data-securely-linux]


	Layers of Personal Tech Security: via The Wire Cutter [https://thewirecutter.com/blog/internet-security-layers]


	Device-Specific Privacy Guides: via SpreadPrivacy [https://spreadprivacy.com/tag/device-privacy-tips/]


	For: Windows 10 [https://spreadprivacy.com/windows-10-privacy-tips/], MacOS [https://spreadprivacy.com/mac-privacy-tips/], Linux [https://spreadprivacy.com/linux-privacy-tips/], Android [https://spreadprivacy.com/android-privacy-tips/] and iOS [https://spreadprivacy.com/iphone-privacy-tips/]






	Guide to scrubbing Windows OSs from forensic investigation: by u/moschles, via Reddit [https://www.reddit.com/r/security/comments/32fb1l/open_guide_to_scrubbing_windows_oss_from_forensic]


	A curated list of Windows Domain Hardening techniques: by @PaulSec, via: GitHub [https://github.com/PaulSec/awesome-windows-domain-hardening]


	Configuring Gboard for better Privacy: via Ghacks [https://www.ghacks.net/2016/12/21/configure-gboard-privacy-google-keyboard/]


	Settings to update on iPhone, for better privacy: via lifehacker [https://lifehacker.com/the-privacy-enthusiasts-guide-to-using-an-iphone-1792386831]


	How to check App Permissions (Android, iOS, Mac & Windows): via Wired [https://www.wired.com/story/how-to-check-app-permissions-ios-android-macos-windows/]


	How to manage Self-Encrypting Drives: via TechSpot [https://www.techspot.com/guides/869-self-encrypting-drives/]


	Harden your MacOS Security: via @drduh on GitHub [https://github.com/drduh/macOS-Security-and-Privacy-Guide]






	Software


	Complete guide to configuring Firefox for Privacy + Speed: via 12bytes [https://12bytes.org/articles/tech/firefox/firefoxgecko-configuration-guide-for-privacy-and-performance-buffs/]


	Firefox Configuration Guide for Beginners: via 12bytes [https://12bytes.org/articles/tech/firefox/the-firefox-privacy-guide-for-dummies/]


	How to use Vera Crypt: via howtogeek [https://www.howtogeek.com/108501/the-how-to-geek-guide-to-getting-started-with-truecrypt]


	How to use KeePassXC: via EFF [https://ssd.eff.org/en/module/how-use-keepassxc]


	How to use uMatrix browser addon to block trackers: via ProPrivacy [https://proprivacy.com/privacy-service/guides/lifehacks-setup-umatrix-beginners]


	How to set up 2-Factor Auth on common websites: via The Verge [https://www.theverge.com/2017/6/17/15772142/how-to-set-up-two-factor-authentication]


	How to use DuckDuckGo advanced search features: via Ghacks [https://www.ghacks.net/2013/03/24/duckduckgo-another-bag-of-tricks-to-get-the-most-out-of-it/]


	How to use Cryptomator (encrypt files on cloud storage): via It’s Foss [https://itsfoss.com/cryptomator/]






	Physical Security


	Guide to Living Anonymously, Personal Data Removal and Credit Freeze: via IntelTechniques.com [https://inteltechniques.com/data/workbook.pdf]


	Hiding from Physical Surveillance: via Snallabolaget [http://snallabolaget.com/hiding-from-surveillance-how-and-why]


	Guide to opting-out of public data listings and marketing lists: via World Privacy Forum [https://www.worldprivacyforum.org/2015/08/consumer-tips-top-ten-opt-outs]


	





	Enterprise


	A basic checklist to harden GDPR compliancy: via GDPR Checklist [https://gdprchecklist.io]






	Reference Info


	A direcory of websites, apps and services supporting 2FA: via TwoFactorAuth.org [https://twofactorauth.org]


	A directory of direct links to delete your account from web services: via JustDeleteMe.xyz [https://justdeleteme.xyz]


	Impartial VPN Comparison Data: via ThatOnePrivacySite [https://thatoneprivacysite.net/#detailed-vpn-comparison]


	Terms of Service; Didn’t Read - Vital resource that summarizes and extracts the key details from Privacy Policies/ Terms of Services, aiming to fix the issues caused by blindly agreeing to these Terms: via tosdr.org [https://tosdr.org/]


	Free, open-source and privacy-respecting alternatives to popular software: via Switching.Software [https://switching.software/]


	Product reviews from a privacy perspective, by Mozilla: via Privacy Not Included [https://foundation.mozilla.org/en/privacynotincluded]


	Surveillance Catalogue - Database of secret government surveillance equipment, Snowden: via The Intercept [https://theintercept.com/surveillance-catalogue]


	See also: The source code, on WikiLeaks Vault7 [https://wikileaks.org/vault7] and Vault8 [https://wikileaks.org/vault8], and the accompanying press release [https://wikileaks.org/ciav7p1]






	Who Has Your Back? - Which companies hand over your comply with Government Data Requests 2019: via EFF [https://www.eff.org/wp/who-has-your-back-2019]


	Check who your local and government representatives in your local area are WhoAreMyRepresentatives.org [https://whoaremyrepresentatives.org]


	Open project to rate, annotate, and archive privacy policies: via PrivacySpy.org [https://privacyspy.org]


	Hosts to block: via someonewhocares/ hosts [https://someonewhocares.org/hosts] / StevenBlack/ hosts [https://github.com/StevenBlack/hosts]


	Magic Numbers - Up-to-date file signature table, to identify / verify files have not been tampered with: via GaryKessler [https://www.garykessler.net/library/file_sigs.html]


	List of IP ranges per country: via Nirsoft [https://www.nirsoft.net/countryip]


	Database of default passwords for various devices by manufacturer and model: via Default-Password.info [https://default-password.info]






	All-in-one digital and physical security


	Umbrella: an open source iOS/Android/Web app for learning about and managing digital, operational and physical security (from safe communication to dealing with a kidnap) via Security First [https://www.secfirst.org]










Articles


	General


	8-point manifesto, of why Privacy Matters: via whyprivacymatters.org [https://whyprivacymatters.org]


	Rethinking Digital Ads: via TheInternetHealthReport [https://internethealthreport.org/2019/rethinking-digital-ads]






	Encryption


	Overview of projects working on next-generation secure email: via OpenTechFund [https://github.com/OpenTechFund/secure-email]


	Anatomy of a GPG Key: via @DaveSteele [https://davesteele.github.io/gpg/2014/09/20/anatomy-of-a-gpg-key/]






	Surveillance


	Twelve Million Phones, One Dataset, Zero Privacy: via NY Times [https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-phone.html]


	Windows data sending: via The Hacker News [https://thehackernews.com/2016/02/microsoft-windows10-privacy.html]


	Is your Anti-Virus spying on you: via Restore Privacy [https://restoreprivacy.com/antivirus-privacy]


	What does your car know about you?: via Washington Post [https://www.washingtonpost.com/technology/2019/12/17/what-does-your-car-know-about-you-we-hacked-chevy-find-out]


	Turns Out Police Stingray Spy Tools Can Indeed Record Calls: via Wired [https://www.wired.com/2015/10/stingray-government-spy-tools-can-record-calls-new-documents-confirm]


	UK Police Accessing Private Phone Data Without Warrant: via Restore Privacy [https://restoreprivacy.com/uk-police-accessing-phone-data]


	Rage Against Data Dominance: via Privacy International [https://privacyinternational.org/long-read/3734/rage-against-data-dominance-new-hope]


	NSA Files Decoded, What the revelations mean for you: via The Guardian [https://www.theguardian.com/world/interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-decoded]


	How to Track a Cellphone Without GPS—or Consent: via Gizmodo [https://gizmodo.com/how-to-track-a-cellphone-without-gps-or-consent-1821125371]


	Apps able to track device location, through power manager: via Wired [https://www.wired.com/2015/02/powerspy-phone-tracking/]


	Hackers and governments can see you through your phone’s camera: via Business Insider [https://www.businessinsider.com/hackers-governments-smartphone-iphone-camera-wikileaks-cybersecurity-hack-privacy-webcam-2017-6]


	Law Enforcement Geo-Fence Data Requests - How an Innocent cyclist became a suspect when cops accessed his Google location data: via Daily Mail [https://www.dailymail.co.uk/news/article-8086095/Police-issue-warrant-innocent-mans-Google-information.html]


	IBM Used NYPD Surveillance Footage to Develop Technology That Lets Police Search by Skin Color: via TheIntercept [https://theintercept.com/2018/09/06/nypd-surveillance-camera-skin-tone-search/]






	Threats


	23 reasons not to reveal your DNA: via Internet Health Report [https://internethealthreport.org/2019/23-reasons-not-to-reveal-your-dna]


	Security of Third-Party Keyboard Apps on Mobile Devices: via Lenny Zelster [https://zeltser.com/third-party-keyboards-security]


	Mobile Websites Can Tap Into Your Phone’s Sensors Without Asking: via Wired [https://www.wired.com/story/mobile-websites-can-tap-into-your-phones-sensors-without-asking]


	Non-admin accounts mitigate 94% of critical Windows vulnerabilities: via ghacks [https://www.ghacks.net/2017/02/23/non-admin-accounts-mitigate-94-of-critical-windows-vulnerabilities/]


	Android Apps are able to monitor screen state, data usage, installed app details and more without any permissions: by @databurn-in, via GitHub [https://github.com/databurn-in/Android-Privacy-Issues]


	See also, PrivacyBreacher [https://github.com/databurn-in/PrivacyBreacher] - an app developed by @databurn-in, which demonstrates these issues






	How URL Previews in Apps can Leak Personal Info: via hunch.ly [https://hunch.ly/osint-articles/osint-article-how-to-blow-your-online-cover]


	Big data privacy risks: via CSO Online [https://www.csoonline.com/article/2855641/the-5-worst-big-data-privacy-risks-and-how-to-guard-against-them.html]


	Anti-Doxing Guide (For Activists Facing Attacks): via Equality Labs [https://medium.com/@EqualityLabs/anti-doxing-guide-for-activists-facing-attacks-from-the-alt-right-ec6c290f543c]






	Breaches


	Wired guide to data breaches - past, present and future: via Wired [https://www.wired.com/story/wired-guide-to-data-breaches/]


	Grindr and OkCupid Spread Personal Details Study Says: via NY Times [https://www.nytimes.com/2020/01/13/technology/grindr-apps-dating-data-tracking.html]


	The Asia-Pacific Cyber Espionage Campaign that Went Undetected for 5 Years: via TheHackerNews [https://thehackernews.com/2020/05/asia-pacific-cyber-espionage.html]


	ClearView AI Data Breach - 3 Billion Faces: via Forbes [https://www.forbes.com/sites/kateoflahertyuk/2020/02/26/clearview-ai-the-company-whose-database-has-amassed-3-billion-photos-hacked/]


	The MongoDB hack and the importance of secure defaults: via Synk [https://snyk.io/blog/mongodb-hack-and-secure-defaults/]


	Truecaller Data Breach – 47.5 Million Indian Truecaller Records On Sale: via GBHackers [https://gbhackers.com/truecaller-data-breach/]


	Hundreds of millions of Facebook user records were exposed on Amazon cloud server: via CBS News [https://www.cbsnews.com/news/millions-facebook-user-records-exposed-amazon-cloud-server/]


	Microsoft data breach exposes 250 million customer support records: via Graham Cluley [https://www.grahamcluley.com/microsoft-data-breach/]






	Data Collection


	Ring Doorbell App Packed with Third-Party Trackers: via EFF [https://www.eff.org/deeplinks/2020/01/ring-doorbell-app-packed-third-party-trackers]


	How a highly targeted ad can track your precise movements: via Wired [https://www.wired.com/story/track-location-with-mobile-ads-1000-dollars-study/]


	Based on the paper, Using Ad Targeting for Surveillance on a Budget: via Washington.edu [https://adint.cs.washington.edu/ADINT.pdf]






	How websites can see your full personal details, from your phone contract info: via Medium/@philipn [https://medium.com/@philipn/want-to-see-something-crazy-open-this-link-on-your-phone-with-wifi-turned-off-9e0adb00d024]


	Facebook and America’s largest companies give worker data to Equifax: via FastCompany [https://www.fastcompany.com/40485634/equifax-salary-data-and-the-work-number-database]


	Exfiltration of personal data by session-replay scripts: via Freedom-to-Tinker [https://freedom-to-tinker.com/2017/11/15/no-boundaries-exfiltration-of-personal-data-by-session-replay-scripts/]


	Apple’s iTerm2 Leaks Everything You Hover in Your Terminal via DNS Requests: via BleepingComputer [https://www.bleepingcomputer.com/news/security/iterm2-leaks-everything-you-hover-in-your-terminal-via-dns-requests/]


	Google Has Quietly Dropped Ban on Personally Identifiable Web Tracking: via propublica.org [https://www.propublica.org/article/google-has-quietly-dropped-ban-on-personally-identifiable-web-tracking]










Blogs


	Security Reserachers


	Krebs on Security [https://krebsonsecurity.com/] - Lots of up-to-date, in-depth interesting cyber security news and investigations, by a true legend in the field and NY Times Bestseller, Brian Krebs. RSS [https://krebsonsecurity.com/feed/]


	Schneier on Security [https://www.schneier.com/] - Commentary, news, essays and more all about cryptography, cyber security and privacy. New posts are written almost daily, and this is also home to the famous Crypto Gram [https://www.schneier.com/crypto-gram/] weekly newsletter, that’s been popular since 1994. By the world-renowned security professional, and serial bestselling author, Bruce Schneier. RSS [https://www.schneier.com/blog/atom.xml]


	Troy Hunt [https://www.troyhunt.com/] - Security researcher and data breach collector. RSS [https://feeds.feedburner.com/TroyHunt]


	Graham Cluley [https://www.grahamcluley.com/] - Security news, advise and opinion. From Graham Cluley, co-host of Smashing Security.


	The Last Watch Dog [https://www.lastwatchdog.com/] - Privacy and Security articles, opinion and media by Byron Acohido


	Daniel Miessler [https://danielmiessler.com/] - Summaries recent news and events, and focuses on security, technology and people. RSS [https://danielmiessler.com/feed/]


	Errata Security [https://blog.erratasec.com/] - Covers latest interesting news, and explains concepts clearly. By Robert Graham and David Maynor. RSS [https://blog.erratasec.com/feeds/posts/default?alt=rss]


	Underground Tradecraft [https://gru.gq/blog-feed/] - Counterintelligence, OPSEC and Tradecraft for everyone






	Cyber Security News


	Dark Reading [https://www.darkreading.com/] - Well-known cyber security news site, with articles on a range of topics, ranging from data breaches, IoT, cloud security and threat intelligence. RSS [https://www.darkreading.com/rss_simple.asp]


	Threat Post [https://threatpost.com/] - News and Articles Cloud Security, Malware, Vulnerabilities, Waterfall Security and Podcasts. RSS [https://threatpost.com/feed/]


	We Live Security [https://www.welivesecurity.com/] - Security news, views, and insight, by ESET + Community. RSS [https://www.welivesecurity.com/rss-configurator/]


	The Hacker News [https://thehackernews.com/]  - News and info covering Data Breaches, Cyber Attacks, Vulnerabilities, Malware. RSS [https://feeds.feedburner.com/TheHackersNews]


	Sophos: Naked Security [https://nakedsecurity.sophos.com/] - Security news and updates, presented in an easy-to-digest format. RSS [https://nakedsecurity.sophos.com/feed/]


	IT Security Guru [https://www.itsecurityguru.org/] - Combines top cyber security news from multiple sites, easier to stay up-to-date


	FOSS Bytes - Cyber Security [https://fossbytes.com/category/security] - News about the latest exploits and hacks






	Cyber Security Infomation


	Heimdal [https://heimdalsecurity.com/blog] - Personal Cyber Security Tutorials and Articles


	Tech Crunch [https://techcrunch.com/tag/cybersecurity-101] - Cyber Security 101


	Email Self-Defense [https://emailselfdefense.fsf.org] - Complete guide to secure email


	Security Planner [https://securityplanner.org] - Great advise for beginners


	My Shaddow [https://myshadow.org] - Resources and guides, to help you take controll of your data






	Privacy Guides


	EFF SSD [https://ssd.eff.org] - Tips for safer online communications


	Restore Privacy [https://restoreprivacy.com] - Tools and guides about privacy and security


	That One Privacy Site [https://thatoneprivacysite.net] - impartial comparisons and discussions


	The Hated One [https://www.youtube.com/channel/UCjr2bPAyPV7t35MvcgT3W8Q] - Privacy and security videos


	12Bytes [https://12bytes.org/articles/tech] - Tech, Privacy and more (Note, sometimes covers controversial topics)


	Pixel Privacy [https://pixelprivacy.com/resources] - Online privacy guides


	The Tin Hat [https://thetinhat.com] - Tutorials and Articles for Online Privacy


	PrivacyTools.io [https://www.privacytools.io] - Tools to protect against mass surveillance


	PrismBreak [https://prism-break.org/en/all] - Secure app alternatives


	The VERGE guide to privacy [https://bit.ly/2ptl4Wm] - Guides for securing mobile, web and home tech






	Privacy News


	Spread Privacy [https://spreadprivacy.com] - Raising the standard of trust online, by DuckDuckGo


	BringBackPrivacy [https://bringingprivacyback.com] - Easy-reading, sharable privacy articles


	The Privacy Project [https://www.nytimes.com/interactive/2019/opinion/internet-privacy-project.html] - Articles and reporting on Privacy, by the NYT






	Internet Freedom


	OONI [https://ooni.org/post], Internet freedom and analysis on blocked sites


	Internet Health Report [https://foundation.mozilla.org/en/internet-health-report] - Mozilla is documenting and explaining what’s happening to openness and freedom on the Internet


	Worth Hiding [https://worthhiding.com] - Posts about privacy, politics and the law










Books


	Permanent Record [https://www.amazon.co.uk/Permanent-Record-Edward-Snowden/dp/1529035651] by Edward Snowden


	Sandworm [https://www.amazon.co.uk/Sandworm-Cyberwar-Kremlins-Dangerous-Hackers/dp/0385544405] by Andy Greenberg: A New Era of Cyberwar and the Hunt for the Kremlin’s Most Dangerous Hackers


	Extreme Privacy [https://www.amazon.co.uk/Extreme-Privacy-Takes-Disappear-America/dp/1093757620] by Michael Bazzell: Thoroughly detailed guide for protecting your privacy both electronically and physically


	Ghost in the Wires [https://www.amazon.co.uk/gp/product/B00FOQS8D6] by Kevin Mitnick: Kevin tells his story of being the world’s most wanted hacker


	The Art of Invisibility [https://www.amazon.com/Art-Invisibility-Worlds-Teaches-Brother/dp/0316380504], by Kevin Mitnick: You How to Be Safe in the Age of Big Brother


	Eyes in the Sky [https://www.goodreads.com/book/show/40796190-eyes-in-the-sky]: The Secret Rise of Gorgon Stare and How It Will Watch Us All, by Arthur Holla Michel: Outlines the capabilities of the digital imaging in continuous aerial and satellite surveillance, and discusses both the current systems that are deployed, and the technical feasibility of future plans






Podcasts


	Darknet Diaries [https://darknetdiaries.com] by Jack Rhysider: Stories from the dark sides of the internet.
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[image: _images/Listen-Spotify-1ED760.svg]Spotify [https://open.spotify.com/show/4XPl3uEEL9hvqMkoZrzbx5]
[image: _images/Listen-Google%20Podcasts-4285F4.svg]Google Podcasts [https://podcasts.google.com/?feed=aHR0cHM6Ly9mZWVkcy5tZWdhcGhvbmUuZm0vZGFya25ldGRpYXJpZXM%3D]
[image: _images/Listen-PocketCasts-F43E37.svg]PocketCasts [https://pca.st/z7m3]
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  | ➡️ This list page has now been moved to awesome-privacy [https://github.com/Lissy93/awesome-privacy] |
| — |
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Hardware for Protecting Privacy and Security

A curated list of (DIY and pre-built) devices, to help preserve privacy and improve physical cyber security 🔐

Too long? 🦒 See the TLDR version instead.

See Also, The Hackers Hardware Toolkit [https://raw.githubusercontent.com/yadox666/The-Hackers-Hardware-Toolkit/master/TheHackersHardwareToolkit.pdf] by @yadox666 [https://github.com/yadox666]- Ultimate guide of gadgets for Red Team pentesters and security researchers

Note: This section is intended just to be a bit of fun, it is entirely possible to stay secure and anonymous, without having to build or buy anything. Now that more devices have been added, it’s not been possible to test everything here, so these products should not be taken as recommendations, just interesting ideas, and a bit of fun
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Basics

(All products in this section have been tested.)

Item | Description
— | —
USB Data Blocker[image: _images/1.jpg]Data Blocker [https://amzn.to/2HDArRP] | There are many exploits that allow an attacker to infect your device with malware and/ or steal data, when you plug it in to what appears to be a USB power outlet. If you are charging your phone while travelling, a USB data blocker will prevent anything other than power from getting to your device, by removing the connection between the 2 data wires. The PortaPower brand, also comes with a fast charging chip, since without the data connection your device would otherwise charge at minimum speed
Microphone Blocker[image: _images/2.jpg]__ [https://amzn.to/2uQ3r5L] | A microphone blocker is a device that prohibits audio hacking, in the form of a hardware accessory for a smartphones, laptops etc. It functions as a dummy mic jack, so the device thinks it has a microphone plugged in, and hence disables the internal one
Faraday Pouch[image: _images/3.jpg]__ [https://amzn.to/3bIkfw4] | Faraday Shield [https://en.wikipedia.org/wiki/Faraday_cage] is an enclosure that blocks electromagnetic fields. It is useful to keep any device which could be hacked through sending or receiving signals in such a case, such as car keys, or a smart phone. Larger [https://amzn.to/2UTZOGM] versions are availible for tablets and latops.
RFID Blocking Cards[image: _images/4.jpg]__ [https://amzn.to/38ycMxN] | If you are concerned about card skimming, you can use an RFID blocking sleeve to protect your contactless payment and identity cards. However there are proportionately very few RFID-skimmer crimes reported, and most credit cards have a low contactless limit
Web Cam Covers[image: _images/5.jpg]__ [https://amzn.to/2uEz16H] | Web cam covers are quite self-explanatory, they physically conceal the lenses on your laptop or phone camera, to prevent a malicious actor (hacker, government, corporation etc) from watching you through the camera. It may sound paranoid, but unfortunately it happens, and it is a relatively simple process for someone to gain remote access to a webcam. Even Mark Zuckerberg covers his webcam [https://www.geek.com/tech/mark-zuckerberg-tapes-up-his-webcam-and-snowden-says-you-should-too-1659083/]! Of course you could just use some tape, rather than buying a cover
Prokey Wallet[image: _images/prokey.jpg]__ [https://prokey.io/?reflink=67e4a39bc5cd4c04bd7f38b50b041c1f] | Prokey Optimum is a secure, easy-to-use offline hardware wallet, that works directly through the browser (on Windows, Mac, Linux and Android), without the need for installing any apps. Both the firmware and browser app is open source [https://github.com/prokey-io], and it natively supports over 1000 coins and tokens [https://prokey.io/all-coins]. It’s affordably priced at £42/ $59, with free world-wide shipping and customer support
Port Blockers[image: _images/6.jpg]__ [https://amzn.to/327Yn9n] | There are many attacks that involve an attacker inserting a USB device (such as a BadUSB/ Rubber Ducky/ Malduino) to an open USB port. Adding a port blocker doesn’t render you safe from this, since the attacker could take the time to try and remove it, but it could protect you for an opportunistic attack
Privacy Filter[image: _images/7.jpg]__ [https://amzn.to/3bAa9xv] | Privacy filters are polarized sheets of plastic, that when placed over a computer screen prevent screen visibility from any angle other than straight on. They make it harder for anyone to look over your shoulder and see your data confidential
YubiKey[image: _images/8.jpg]__ [https://amzn.to/38wcG9R] | The YubiKey is a small hardware device used to secure access on mobile devices, computers, and servers to all of your online accounts. It allows for second-factor authentication, hence protecting anyone other than you from logging in. It is said to be more convenient and more secure than using a mobile authenticator, but there are reasons for and against
Encrypted Kingston Data Traveler[image: _images/9.jpg]__ [https://amzn.to/38xsnO5] | Good value, easy-to-use with no installation required. Built-in hardware encryption and high password protection. Also optionally allows for automatic cloud backup option to protect against data loss (which doesn’t say much about their faith in this USB device, but jokes aside-) this is a very affordable and well rated little device
Hardware Encrypted USB 3.0 Drive[image: _images/11.jpg]__ [https://amzn.to/2vD32Ug] | OS & Platform independent, with 100% hardware encryption, so it works perfectly with all operating systems. USB 3.0 with Read/Write Speeds of 116/43 MBps. GDPR complient and FIPS 140-2 Level 3, NLNCSA DEP-V & NATO Restricted Level Certified with real time military grade AES-XTS 256-bit hardware encryption
Hardware Encrypted External Hard Drive[image: _images/12.jpg]__ [https://amzn.to/37pTmK8] | Similar to the iStorage hardware encrypted USB 3.1 drive, this external hard drive has high capacity and strong hardware encryption. Data is encrypted with FIPS PUB 197 Validated Encryption Algorithm, and against a 7 - 15 digit alpha-numeric pin, with erasing capabilities for multiple failed login attempts
Fingbox - Home Network Monitoring[image: _images/14.jpg]__ [https://amzn.to/2V5gATx] | Fing Box is an optional companion to the Fing App [https://www.fing.com/products/fing-app]. It provides network monitoring and security capabilities, to protect your home/ work network. As well as the functionality of the app, the FingBox allows you to block intruders and notify you about unknown devices as well as analyse your network for vulnerabilities, such as open ports. You can also see which devises are near your home at what time (even if they’re not connected to your WiFi), and improve network speed with scheduled analysis and bandwidth allocation. Best to try out the Fing app alone, before buying the FindBox, but both are great products for netowrk monitoring and security
Bootable Drive Eraser[image: _images/15.jpg]__ [https://amzn.to/2SsL67Y] | Easy-to-use bootable USB will completely erase your hard drive with military grade destruction, making it near-impossible for any files or personal data to be recovered. This should be done before you sell, or dispose of any hard drive. Of course there are various .ISOs you can download and flash to a USB yourself if you do not want to spend money, but this USB supports all devices and is quick and easy to use, with excellent results
Mobile Privacy Screen[image: _images/17.jpg]__ [https://amzn.to/2OZO3Lc] | Similar to the laptop/ monitor privacy filter, this screen protector will prevent anyone from seeing what is on your screen when reading from an angle
Kensington Lock[image: _images/20.jpg]__ [https://amzn.to/38zu0e2] | Quite self-explanatory, this lock will make it harder for someone to steal your laptop, and get to your data. Of course it does require that your laptop has the Kensington Security Slot [https://en.wikipedia.org/wiki/Kensington_Security_Slot], which many do
Anti-Surveillance Clothing[image: _images/21.jpg]__ [https://adversarialfashion.com] | Facial recognition is being rolled out in most countries now, the patterns on these clothes, will confuse facial, object and number plate recognition, injecting junk data in to the systems, hence making it harder for automated systems to monitor and track you
Solo Key[image: _images/26.jpg]__ [https://amzn.to/37CsOpj] | Another FIDO2 physical security key for 2-facto authentication and storing encryption keys. SoloKeys have both open source hardware and software, they are easy to use out of the box, but can also be used for developers and makers, since there is a well documented CLI
Nano Ledger[image: _images/22.jpg]__ [https://amzn.to/37q1cn6] | If you are in possession of Bitcoin or other crypto then one of the most secure ways to store, send and receive coins is with a hardware wallet. Ledger has a solid reputation when it comes to hardware encryption, and the main principle behind their wallets is to provide full isolation between the private keys and your easy-to-hack computer or smartphone
Cold Storage[image: _images/23.jpg]__ [https://amzn.to/2HqVy9x] | If you are not planning on spending your crypto any time soon, and do not want to trust a tech-based solution, then consider this metal cold storage wallet. Unlike writing your private key down on paper, this will not fade, and cannot be destroyed by water, fire of other environmental circumstances. Of course you could just engrave your key on a small sheet of aluminium
Anonabox[image: _images/24.jpg]__ [https://amzn.to/2UWtP8E] | Plug-and-play Tor router, that can be used with public WiFi while travelling, or at home. Anonabox provides easy access to the deep web and lets you bypass censorship, protect your location, deter data collection and more. It can also be used with a VPN, or for online hosting. Of course you could build a similar product your self using a Raspberry Pi and a WiFi range extender
Deauth Detector[image: _images/19.jpg]__ [https://amzn.to/2HtUy4B] | Most WiFi hacks begin by sending deauth packets, so that connected clients will briefly be disconnected to the network. This ESP8266 [https://en.wikipedia.org/wiki/ESP8266] comes pre-flashed with @SpaceHuhn’s [https://github.com/spacehuhn] deauth detector (which you can view here, on GitHub [https://github.com/spacehuhn/DeauthDetector]). Once it detects deauthentication or disassociation frames [https://mrncciew.com/2014/10/11/802-11-mgmt-deauth-disassociation-frames], it will activate a speaker to notify you
WiPhone[image: _images/wiphone.jpg]__ [https://www.wiphone.io/] | A fully open source, modular and easily customizable phone for VOIP and LoRa. Great for making free calls over WiFi, communicating locally over LoRa, or just tinkering thanks to its ESP32 pinouts
Librem 5[image: _images/l5-v1-front-100x100.png]__ [https://shop.puri.sm/shop/librem-5/] | Security and Privacy focused smart phone by Purism. With hardware kill switches and specially designed software, this device runs Linux, and does not track you. It Separates CPU from Cellular Baseband, uses IP-Native Communication First and Decentralized Communication by Default. The source code is user-controlled, and has layered security protection. Purism also have other security-focused products [https://puri.sm/products]
Slate Travel Router[image: _images/ar750s-ext-1000x1000.jpg]__ [https://www.gl-inet.com/products/gl-ar750s/] | The GL-AR750S-Ext can serve as a Wi-Fi access point, a pfSense firewall or a portable router with always-on VPN connectivity. It’s great for controlling your network (firewall, VPN, ad-block, web filtering, data limits and more) when traveling or away from home
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Creative Commons Attribution 4.0 International Public License (”CC BY 4.0”)


© Alicia Sykes [http://aliciasykes.com/legal] 2020, Licensed under Creative Commons Attribution 4.0 [https://creativecommons.org/licenses/by/4.0/]




Creative Commons Corporation (“Creative Commons”) is not a law firm and does not
provide legal services or legal advice. Distribution of Creative Commons public
licenses does not create a lawyer-client or other relationship. Creative Commons
makes its licenses and related information available on an “as-is” basis.
Creative Commons gives no warranties regarding its licenses, any material
licensed under their terms and conditions, or any related information. Creative
Commons disclaims all liability for damages resulting from their use to the
fullest extent possible.


USING CREATIVE COMMONS PUBLIC LICENSES

Creative Commons public licenses provide a standard set of terms and conditions
that creators and other rights holders may use to share original works of
authorship and other material subject to copyright and certain other rights
specified in the public license below. The following considerations are for
informational purposes only, are not exhaustive, and do not form part of our
licenses.


Considerations for licensors:

Our public licenses are intended for use by those authorized to give the public
permission to use material in ways otherwise restricted by copyright and certain
other rights. Our licenses are irrevocable. Licensors should read and understand
the terms and conditions of the license they choose before applying it.
Licensors should also secure all rights necessary before applying our licenses
so that the public can reuse the material as expected. Licensors should clearly
mark any material not subject to the license. This includes other CC-licensed
material, or material used under an exception or limitation to copyright.



Considerations for the public:

By using one of our public licenses, a licensor grants the public permission to
use the licensed material under specified terms and conditions. If the
licensor’s permission is not necessary for any reason–for example, because of
any applicable exception or limitation to copyright–then that use is not
regulated by the license. Our licenses grant only permissions under copyright
and certain other rights that a licensor has authority to grant. Use of the
licensed material may still be restricted for other reasons, including because
others have copyright or other rights in the material. A licensor may make
special requests, such as asking that all changes be marked or described.
Although not required by our licenses, you are encouraged to respect those
requests where reasonable.






Creative Commons Attribution 4.0 International Public License

By exercising the Licensed Rights (defined below), You accept and agree to be
bound by the terms and conditions of this Creative Commons Attribution 4.0
International Public License (”Public License”). To the extent this Public
License may be interpreted as a contract, You are granted the Licensed Rights in
consideration of Your acceptance of these terms and conditions, and the Licensor
grants You such rights in consideration of benefits the Licensor receives from
making the Licensed Material available under these terms and conditions.


Section 1 – Definitions.

a. Adapted Material means material subject to Copyright and Similar Rights
that is derived from or based upon the Licensed Material and in which the
Licensed Material is translated, altered, arranged, transformed, or
otherwise modified in a manner requiring permission under the Copyright
and Similar Rights held by the Licensor. For purposes of this Public
License, where the Licensed Material is a musical work, performance, or
sound recording, Adapted Material is always produced where the Licensed
Material is synched in timed relation with a moving image.

b. Adapter’s License means the license You apply to Your Copyright and
Similar Rights in Your contributions to Adapted Material in accordance
with the terms and conditions of this Public License.

c. Copyright and Similar Rights means copyright and/or similar rights closely
related to copyright including, without limitation, performance,
broadcast, sound recording, and Sui Generis Database Rights, without
regard to how the rights are labeled or categorized. For purposes of this
Public License, the rights specified in Section 2(b)(1)-(2) are not
Copyright and Similar Rights.

d. Effective Technological Measures means those measures that, in the absence
of proper authority, may not be circumvented under laws fulfilling
obligations under Article 11 of the WIPO Copyright Treaty adopted on
December 20, 1996, and/or similar international agreements.

e. Exceptions and Limitations means fair use, fair dealing, and/or any other
exception or limitation to Copyright and Similar Rights that applies to
Your use of the Licensed Material.

f. Licensed Material means the artistic or literary work, database, or other
material to which the Licensor applied this Public License.

g. Licensed Rights means the rights granted to You subject to the terms and
conditions of this Public License, which are limited to all Copyright and
Similar Rights that apply to Your use of the Licensed Material and that
the Licensor has authority to license.

h. Licensor means the individual(s) or entity(ies) granting rights under this
Public License.

i. Share means to provide material to the public by any means or process that
requires permission under the Licensed Rights, such as reproduction,
public display, public performance, distribution, dissemination,
communication, or importation, and to make material available to the
public including in ways that members of the public may access the
material from a place and at a time individually chosen by them.

j. Sui Generis Database Rights means rights other than copyright resulting
from Directive 96/9/EC of the European Parliament and of the Council of 11
March 1996 on the legal protection of databases, as amended and/or
succeeded, as well as other essentially equivalent rights anywhere in the
world.

k. You means the individual or entity exercising the Licensed Rights under
this Public License. Your has a corresponding meaning.



Section 2 – Scope.

a. License grant


	Subject to the terms and conditions of this Public License, the
Licensor hereby grants You a worldwide, royalty-free,
non-sublicensable, non-exclusive, irrevocable license to exercise the
Licensed Rights in the Licensed Material to:

A. reproduce and Share the Licensed Material, in whole or in part; and

B. produce, reproduce, and Share Adapted Material.



	Exceptions and Limitations. For the avoidance of doubt, where
Exceptions and Limitations apply to Your use, this Public License does
not apply, and You do not need to comply with its terms and conditions.


	Term. The term of this Public License is specified in Section 6(a).


	Media and formats; technical modifications allowed. The Licensor
authorizes You to exercise the Licensed Rights in all media and formats
whether now known or hereafter created, and to make technical
modifications necessary to do so. The Licensor waives and/or agrees not
to assert any right or authority to forbid You from making technical
modifications necessary to exercise the Licensed Rights, including
technical modifications necessary to circumvent Effective Technological
Measures. For purposes of this Public License, simply making
modifications authorized by this Section 2(a)(4) never produces Adapted
Material.


	Downstream recipients.

A. Offer from the Licensor – Licensed Material. Every recipient of the
Licensed Material automatically receives an offer from the Licensor
to exercise the Licensed Rights under the terms and conditions of
this Public License.

B. No downstream restrictions. You may not offer or impose any
additional or different terms or conditions on, or apply any
Effective Technological Measures to, the Licensed Material if doing
so restricts exercise of the Licensed Rights by any recipient of the
Licensed Material.



	No endorsement. Nothing in this Public License constitutes or may be
construed as permission to assert or imply that You are, or that Your
use of the Licensed Material is, connected with, or sponsored,
endorsed, or granted official status by, the Licensor or others
designated to receive attribution as provided in Section 3(a)(1)(A)(i).




b. Other rights


	Moral rights, such as the right of integrity, are not licensed under
this Public License, nor are publicity, privacy, and/or other similar
personality rights; however, to the extent possible, the Licensor
waives and/or agrees not to assert any such rights held by the Licensor
to the limited extent necessary to allow You to exercise the Licensed
Rights, but not otherwise.


	Patent and trademark rights are not licensed under this Public License.


	To the extent possible, the Licensor waives any right to collect
royalties from You for the exercise of the Licensed Rights, whether
directly or through a collecting society under any voluntary or
waivable statutory or compulsory licensing scheme. In all other cases
the Licensor expressly reserves any right to collect such royalties.






Section 3 – License Conditions.

Your exercise of the Licensed Rights is expressly made subject to the following conditions.

a. Attribution


	If You Share the Licensed Material (including in modified form), You
must:

A. retain the following if it is supplied by the Licensor with the
Licensed Material:

i. identification of the creator(s) of the Licensed Material and any
others designated to receive attribution, in any reasonable
manner requested by the Licensor (including by pseudonym if
designated);

ii. a copyright notice;

iii. a notice that refers to this Public License;

iv. a notice that refers to the disclaimer of warranties;

v. a URI or hyperlink to the Licensed Material to the extent
reasonably practicable;

B. indicate if You modified the Licensed Material and retain an
indication of any previous modifications; and

C. indicate the Licensed Material is licensed under this Public
License, and include the text of, or the URI or hyperlink to, this
Public License.



	You may satisfy the conditions in Section 3(a)(1) in any reasonable
manner based on the medium, means, and context in which You Share the
Licensed Material. For example, it may be reasonable to satisfy the
conditions by providing a URI or hyperlink to a resource that includes
the required information.


	If requested by the Licensor, You must remove any of the information
required by Section 3(a)(1)(A) to the extent reasonably practicable.


	If You Share Adapted Material You produce, the Adapter’s License You
apply must not prevent recipients of the Adapted Material from
complying with this Public License.






Section 4 – Sui Generis Database Rights.

Where the Licensed Rights include Sui Generis Database Rights that apply to Your
use of the Licensed Material:

a. for the avoidance of doubt, Section 2(a)(1) grants You the right to
extract, reuse, reproduce, and Share all or a substantial portion of the
contents of the database;

b. if You include all or a substantial portion of the database contents in a
database in which You have Sui Generis Database Rights, then the database
in which You have Sui Generis Database Rights (but not its individual
contents) is Adapted Material; and

c. You must comply with the conditions in Section 3(a) if You Share all or a
substantial portion of the contents of the database.

For the avoidance of doubt, this Section 4 supplements and does not replace Your
obligations under this Public License where the Licensed Rights include other
Copyright and Similar Rights.



Section 5 – Disclaimer of Warranties and Limitation of Liability.

a. Unless otherwise separately undertaken by the Licensor, to the extent
possible, the Licensor offers the Licensed Material as-is and
as-available, and makes no representations or warranties of any kind
concerning the Licensed Material, whether express, implied, statutory, or
other. This includes, without limitation, warranties of title,
merchantability, fitness for a particular purpose, non-infringement,
absence of latent or other defects, accuracy, or the presence or absence
of errors, whether or not known or discoverable. Where disclaimers of
warranties are not allowed in full or in part, this disclaimer may not
apply to You.

b. To the extent possible, in no event will the Licensor be liable to You on
any legal theory (including, without limitation, negligence) or otherwise
for any direct, special, indirect, incidental, consequential, punitive,
exemplary, or other losses, costs, expenses, or damages arising out of
this Public License or use of the Licensed Material, even if the Licensor
has been advised of the possibility of such losses, costs, expenses, or
damages. Where a limitation of liability is not allowed in full or in
part, this limitation may not apply to You.

c. The disclaimer of warranties and limitation of liability provided above
shall be interpreted in a manner that, to the extent possible, most
closely approximates an absolute disclaimer and waiver of all liability.



Section 6 – Term and Termination.

a. This Public License applies for the term of the Copyright and Similar
Rights licensed here. However, if You fail to comply with this Public
License, then Your rights under this Public License terminate
automatically.

b. Where Your right to use the Licensed Material has terminated under
Section 6(a), it reinstates:

1. automatically as of the date the violation is cured, provided it is
   cured within 30 days of Your discovery of the violation; or

2. upon express reinstatement by the Licensor.

For the avoidance of doubt, this Section 6(b) does not affect any right
the Licensor may have to seek remedies for Your violations of this Public
License.





c. For the avoidance of doubt, the Licensor may also offer the Licensed
Material under separate terms or conditions or stop distributing the
Licensed Material at any time; however, doing so will not terminate this
Public License.

d. Sections 1, 5, 6, 7, and 8 survive termination of this Public License.



Section 7 – Other Terms and Conditions.

a. The Licensor shall not be bound by any additional or different terms or
conditions communicated by You unless expressly agreed.

b. Any arrangements, understandings, or agreements regarding the Licensed
Material not stated herein are separate from and independent of the terms
and conditions of this Public License.



Section 8 – Interpretation.

a. For the avoidance of doubt, this Public License does not, and shall not be
interpreted to, reduce, limit, restrict, or impose conditions on any use
of the Licensed Material that could lawfully be made without permission
under this Public License.

b. To the extent possible, if any provision of this Public License is deemed
unenforceable, it shall be automatically reformed to the minimum extent
necessary to make it enforceable. If the provision cannot be reformed, it
shall be severed from this Public License without affecting the
enforceability of the remaining terms and conditions.

c. No term or condition of this Public License will be waived and no failure
to comply consented to unless expressly agreed to by the Licensor.

d. Nothing in this Public License constitutes or may be interpreted as a
limitation upon, or waiver of, any privileges and immunities that apply to
the Licensor or You, including from the legal processes of any
jurisdiction or authority.

Creative Commons is not a party to its public licenses. Notwithstanding,
Creative Commons may elect to apply one of its public licenses to material it
publishes and in those instances will be considered the “Licensor.” The text of
the Creative Commons public licenses is dedicated to the public domain under the
CC0 Public Domain Dedication. Except for the limited purpose of indicating that
material is shared under a Creative Commons public license or as otherwise
permitted by the Creative Commons policies published at
creativecommons.org/policies, Creative Commons does not authorize the use of the
trademark “Creative Commons” or any other trademark or logo of Creative Commons
without its prior written consent including, without limitation, in connection
with any unauthorized modifications to any of its public licenses or any other
arrangements, understandings, or agreements concerning use of licensed material.
For the avoidance of doubt, this paragraph does not form part of the public
licenses.

Creative Commons may be contacted at creativecommons.org.
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Contributor Covenant Code of Conduct


Our Pledge

In the interest of fostering an open and welcoming environment, we as
contributors and maintainers pledge to making participation in our project and
our community a harassment-free experience for everyone, regardless of age, body
size, disability, ethnicity, sex characteristics, gender identity and expression,
level of experience, education, socio-economic status, nationality, personal
appearance, race, religion, or sexual identity and orientation.



Our Standards

Examples of behavior that contributes to creating a positive environment
include:


	Using welcoming and inclusive language


	Being respectful of differing viewpoints and experiences


	Gracefully accepting constructive criticism


	Focusing on what is best for the community


	Showing empathy towards other community members




Examples of unacceptable behavior by participants include:


	The use of sexualized language or imagery and unwelcome sexual attention or
advances


	Trolling, insulting/derogatory comments, and personal or political attacks


	Public or private harassment


	Publishing others’ private information, such as a physical or electronic
address, without explicit permission


	Other conduct which could reasonably be considered inappropriate in a
professional setting






Our Responsibilities

Project maintainers are responsible for clarifying the standards of acceptable
behavior and are expected to take appropriate and fair corrective action in
response to any instances of unacceptable behavior.

Project maintainers have the right and responsibility to remove, edit, or
reject comments, commits, code, wiki edits, issues, and other contributions
that are not aligned to this Code of Conduct, or to ban temporarily or
permanently any contributor for other behaviors that they deem inappropriate,
threatening, offensive, or harmful.



Scope

This Code of Conduct applies both within project spaces and in public spaces
when an individual is representing the project or its community. Examples of
representing a project or community include using an official project e-mail
address, posting via an official social media account, or acting as an appointed
representative at an online or offline event. Representation of a project may be
further defined and clarified by project maintainers.



Enforcement

Instances of abusive, harassing, or otherwise unacceptable behavior may be
reported by contacting the project team at alicia@as93.net. All
complaints will be reviewed and investigated and will result in a response that
is deemed necessary and appropriate to the circumstances. The project team is
obligated to maintain confidentiality with regard to the reporter of an incident.
Further details of specific enforcement policies may be posted separately.

Project maintainers who do not follow or enforce the Code of Conduct in good
faith may face temporary or permanent repercussions as determined by other
members of the project’s leadership.



Attribution

This Code of Conduct is adapted from the Contributor Covenant [https://www.contributor-covenant.org], version 1.4,
available at https://www.contributor-covenant.org/version/1/4/code-of-conduct.html

For answers to common questions about this code of conduct, see
https://www.contributor-covenant.org/faq





          

      

      

    

  

  
    

    Contributing
    

    
 
  

    
      
          
            
  
Contributing


Working on your first Pull Request? You can learn more about How to Contribute to an Open Source Project on GitHub [https://www.freecodecamp.org/news/how-to-make-your-first-pull-request-on-github-3/]




Like most open source projects, this list exists because of contributors like yourself.
I would like to personally thank you for taking the time to further this list, and also for checking the contributing policy.

If you would like something added, amended or removed from this list, you can either raise an issue, or submit a pull request.
When submitting a PR to this repository, it’s best to first discuss the changes with another contributor.

We have a code of conduct, that is adapted from Contributor Covenant [https://www.contributor-covenant.org/],
please follow it in all your interactions with the project.
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Thank you for contributing the The Personal Security Checklist 🙌
So that your request can be dealt with quickly, please complete the applicable fields below and the checklist. Thank you :)





Category

Software or Service Addition / Updating Security Guidelines / Formatting / Spelling or Grammar



Overview


Briefly outline your new changes…






Issue Number (if applicable)


If this PR is related to an issue, please include ticket number.






Supporting Material (if applicable)


If you are adding a software or service, please include here a link to the GitHub repo, any published security audits or other supporting material.






Association (if applicable)


If you are adding a new application or service, please indicate if you are associated with the project in anyway.






Checklist


Please complete the following checklist





	[ ] I have performed a self-review (valid markdown formatting, spelling and grammar)


	[ ] I have indicated whether I have any affiliation with any software/ services added


	[ ] I agree to follow the repositories code of conduct
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Choosing a Secure Messenging Platform

This article explains the considerations you should be aware of when selecting a secure messenger.

TLDR; Opting for a secure messaging app can prevent any third-parties accessing your private conversions. Choose a platform that is E2E encrypted, open source and actively maintained. Advanced security features can harden defenses further, such as  self-destructing messages, contact verification, forward secrecy, the ability to sign up with an aliases (instead of phone number or email) and a decentralized P2P network sending content over Tor.


Considerations


End-to-end Encryption

End-to-end encryption means that messages are encrypted locally on your device, before being sent to your recipient(s). Neither the service provider, nor any actor who intercepts messages can ever decrypt the content. This is important since your data is safe from a data breach, law enforcement warrant, rogue employee or a malicious actor. Avoid apps that offer E2E encryption as an optional feature, as this could increase the chance of a plain text accidentally message being sent. Be aware that some providers offer weak or backdore’d encryption - (often called Snake Oil Encryption [https://en.wikipedia.org/wiki/Snake_oil_(cryptography)]), if the platform is not open source, then there is no way of verifying weather this is the case.



Open Source

The most secure designs, are the ones you do not have to trust. Without an app being open source, we can not verify that it is truly secure. It may have backdoors, weak cryptography or security vulnerabilities. This is one reason why apps which has fully-open and public source code can be more trustworthy But don’t be fooled by false advertising; just because an app uses open source cryptography, does not mean it is fully open source, and hence cannot be verified. The published source code must be complete, and the security design system must be thoroughly documented.



Code Audit

As well as encryption, the developers need to take care of code quality, user experience, and service availability. The math behind the cryptography may be flawless, but a small mistake in the implementation, can result in serious consequences for security. Therefore the code base should be regularly audited by independant security specialists, and the report published publicly.



Active Maintenance

Pushing  well tested security updates in a timely manner is of prime importance to security.  New bugs, vulnerabilities and issues are being discovered all the time, and without being patched they may be exploited by an adversary.  For a messenger to be secure, a public stable (non-beta) release needs to be available, and there needs to be secure auto-updating mechanisms to quickly mitigate security problems. It should be clear to the user which version they are running, and if a newer version is available



Reproducible Builds

Most apps are distributed in a pre-compiled form, making it very difficult to verify that the version you downloaded is authentic and the same as that in the open source repository.  Binary Transparency [https://wiki.mozilla.org/Security/Binary_Transparency] allows third parties to verify that the binaries are built directly from the public source code. Reproducible builds [https://reproducible-builds.org] is the practice of verifying the build are authentic, and do not contain backdoors. This is done with a pre-defined build environment and a  fully deterministic build process - transforming a given set of source code must always output the same result. The user can then, if they desire build the app themselves and validate that the output matches the original build.



Additional Features

Some messaging platforms have additional features, that can be enticing to users, but it critical that these features do not undermine the goals of security. For example, cloud backups should be off by default, and if exported data will be decrypted the user must be made aware of this. Avoid platforms that priorities feature development over security



Meta Data

Sending and receiving messages generates meta data, and this can reveal a lot of information: Who do you talk to, how often/ for how long, when, where, how etc. Not all messaging platforms automatically encrypt this, so it is important to check: What is collected, how long is it stored, with whom is it shared for and for what purposes. In general, the best meta data policies are the shortest: We do not collect any user meta data.



Stability

The app should be usable, salable and reliable.  One of the biggest dangers is that if the platform fails to reliably deliver messages, users may be forced to fall back to less secure channels.  Some smaller messaging services may not have the resources required to build a robust and reliable messaging platform, yet this is essential for security.



Financing

Building apps and maintaining servers is expensive. Ask yourself - who is paying for all that? Because usually, if a service is free - you’re the product. This isn’t always the case, as some open source apps are funded by non-profit organisations, who receive donations and sponsorship.  But if you cannot easily find out who is behind the app, this should be a red flag.



Reputable Developers

Developers should have a solid history of responding to technical problems and legal threats with the platform, as well as a realistic and transparent attitude toward government and law enforcement



Jurisdiction

The location of where the company is legally registered, where they run operations from and where they host user data plays a big role in security. In some countries or states, organisations are forced to comply with local government regulations, which can often require the organisation log all their users data, or hand over any encryption keys. Generally, it’s better to avoid companies from within the Five Eyes [https://en.wikipedia.org/wiki/Five_Eyes] Alliance.



Anonymity

If the app asks for a phone number, email address or name, then you are not anonymous.  For vulnerable users, the ability to sign up anonymously is critical, 